
PROCEDURE: 3.3.4p.L.1 
WGTC Banner Security Procedure

Adopted:  February 24, 2020

Overview 
Banner 9.x Application Navigator (previously called Internet Native Banner or Forms) access is 
provided as needed to employees of Wiregrass Georgia Technical College (WGTC).  

Purpose 
The purpose of this procedure is to establish a standard for the identification of Banner 
Application Navigator Users, the creation of accounts for those users, and removal/deletion of 
accounts when a user exits WGTC or no longer needs access due to absence, change of positions, 
or other reasons. 

Policy 
Banner User Accounts must be requested through an employee’s supervisor using the current 
request method.  Accounts must be approved and requested by the Data Owner for a department 
or function using the current request method (Appendix A).  The data owner will request 
permission for the user using the theory of least privilege, meaning access is given only to the 
objects needed.  

Once approved by the data owner, the Banner Security Administrator will approve and create the 
account.  User Accounts will be assigned to security classes.  Direct access to security objects will 
not be granted to a user.       

WGTC domain credentials will also be necessary as Banner Application Navigator will only be 
accessed using the Technical College System of Georgia’s preferred Single Sign-On solution.   

Users are required to review FERPA laws and regulations, and must sign a document during 
onboarding to state that they understand FERPA before being granted a user account (Appendix 
C).   

Least Privilege 
Users of the Banner Student Information System will only operate at privilege levels no higher 
than necessary to accomplish required organizational missions and business functions.  WGTC 
uses the creation of classes within Banner to achieve this control.   

Separation of Duties 
There must be a clear separation of duties and functions and the Data Owner and Security 
Administrator will ensure that duties and functions are separated when assigning users to security 



classes.  For example, Financial Aid classes will not have permission to Modify objects owned by 
the Business Office.  See Appendix B for further info. 

Account Lockout 
As provisioned in the WGTC IT Account and Password Procedure, Banner access through Active 
Directory will be disabled at the time of the user’s exit interview, resignation, release, dismissal, 
retirement, or other designated point in time and should be coordinated in advance with the 
WGTC IT Department, or upon notification of change of duties by a supervisor or data owner.   
The account will not be deleted, but will be removed from all security classes, password expired, 
and account locked in Banner GSASECR.   

Banner Security Auditing 
The Banner DBA will export a Banner Security Audit report each month or as needed.  The report 
will be examined to determine if any illegal access was made from system accounts such as 
SAISUSR and FAISUSR. 

Responsibility 
The Chief Information Officer has the overall responsibility of ensuring this procedure is 
implemented. 

References 
TCSG 3.3.4p Procedure – Acceptable Computer and Internet Use 

WGTC 3.3.4p.L2 IT Account and Password Procedure—Faculty and Staff 

WGTC 3.3.4p.L3 IT Account and Password Procedure—Student 

  

  



APPENDIX A 

Banner Account Creation Process 

 

Requesting Access to Banner Users who wish to request access to Banner Production must follow 
the procedure.  

• Complete a Banner Account Request workflow found at https://selfservice.wiregrass.edu  

 

 

• This form is completed by the requesting party’s Banner Data Owner (Appendix B), and is 
forwarded to the Banner Security Administrator for processing. 

 

  

https://selfservice.wiregrass.edu/


APPENDIX B 

Separation of Duties 

Banner access will be divided into four (4) functional areas, defined below, each with a data 
owner. 

Banner Security – Banner Security Administrator(s) will use special login accounts with only access 
to Banner Security Objects (GSASECR) to create user accounts, objects, and classes; assign and 
modify permissions; add and remove objects from classes; disable user accounts; other security-
related activities.  

Banner General, Student – Banner Functional Lead will serve as the Data Owner for Banner 
General and Student Classes and Objects (‘G’, ‘S’).  The Executive Director of Academic Affairs will 
assist as the Data Owner for classes, objects, and access relating to academic courses, scheduling, 
advising, and DegreeWorks. 

Banner Financial Aid – WGTC Financial Aid Director will serve as the Data Owner for Banner 
Financial Aid classes and objects (‘R’). 

Banner Accounts Receivable – WGTC Director of Accounting will serve as the Data Owner for 
Banner Accounts Receivable classes and objects (‘T’).   

  



Appendix C 

FERPA Acknowledgement and Compliance Statement 

 
 

 

 

  



Appendix D 

Role Agreement and Acknowledgment 

 
 

 




